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Secure provisioning is a critical component in any security strategy. This whitepaper 
from Presto Engineering, Inc., discusses how using an outsourced operations company 
to manage the production process, including secure provisioning, can reduce the time, 
cost and risk associated with bringing a new IoT product to market. 
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Introduction	

In	 August	 2016	Machina	 Research	 estimated	 the	 total	 number	 of	 Internet	 of	 Things	 connections	will	
grow	from	the	$6	billion	that	existed	 in	2015	to	$27	billion	by	2025—a	compound	annual	growth	rate	
(CAGR)	of	16%1.	Over	5	million	new	devices	are	connected	each	day.	This	trend	of	connecting	devices	to	
the	 Internet,	 and	more	 specifically,	 devices-to-devices	 (or	machine-to-machine)	 has	 been	 termed	 the	
Internet	of	 Things	 (IoT)	 to	denote	 its	near-universal	 character.	 Everything	 from	automobiles,	 to	home	
appliances,	to	wearables	sensors	and	much	more	will	soon	be	connected.	This	explosive	growth	in	the	
number	and	types	of	devices	connected	to	the	Internet	has	raised	important	questions	about	security.	
The	fact	that	many	of	the	devices	are	remotely	located,	physically	accessible	and	frequently	unattended	
only	increases	that	risk.	

By	definition,	IoT	devices	include	communications	capabilities.	They	may	connect	directly	to	the	Internet	
or	be	connected	in	a	wireless	local	network	and	then	to	the	Internet	or	the	Cloud.	Every	one	of	them	is	a	
potential	gateway	 for	an	 intruder.	The	news	 is	 full	of	 stories	about	demonstrations	of	vulnerability	or	
actual	 intrusions.	 In	 a	 2015	 article,	 a	 reporter	 from	Wired	 magazine	 watched	 helplessly	 as	 hackers	
demonstrated	 their	ability	 to	 remotely	 take	control	of	 the	car	he	was	driving2.	 In	October	2016,	 large	
pieces	of	the	Internet	were	shut	down	in	what	is	known	as	a	distributed	denial	of	service	(DDoS)	attack	
perpetrated	 in	 large	 part	 through	 IoT	 devices	 running	 rogue	 software	 that	 had	 been	 surreptitiously	
installed	by	hackers3.		

Experts	 generally	 agree	 that	 the	vulnerability	will	 only	 increase	as	 IoT	devices	proliferate.	 Though	 the	
specific	 requirements	 vary	 from	 application	 to	 application,	 ultimately,	 every	 connected	 device	 needs	
some	level	of	security.	Thus,	product	developers	are	faced	with	yet	another	addition	to	the	expense	and	
complexity	of	producing	their	devices.		

Assessing	Risk	

Implementing	 a	 security	 strategy	 must	 begin	 with	 a	 thorough	 risk	 analysis.	 Risks	 can	 generally	 be	
classified	into	the	following	categories:		

1) Theft	 –	 beyond	 the	 obvious	 targets	 of	 banking	 and	 financial	 data,	 access	 to	 a	 home	 or	 auto	
security	system	could	precede	vehicle	theft	or	home	invasion.		

2) Privacy	–	increasingly,	our	medical	and	other	personal	information	are	stored	electronically,	and	
all	of	it	can	potentially	be	vulnerable	to	an	intruder.	Few	of	us	would	welcome	the	prospect	of	
video	from	an	in-home	security	camera	or	medical	records	made	public.		

3) Safety	 –	 malicious	 control	 of	 an	 automobile	 or	 medical	 device	 could	 result	 in	 bodily	 harm.	
Tampering	with	an	automated	industrial	process	could	have	disastrous	effects	for	workers	and	
even	whole	communities.	

4) Economic	 Loss	 -	 for	 businesses,	 an	 intruder	 might	 disrupt	 production,	 scramble	 delivery	
schedules	or	simply	turn	off	the	air	conditioning,	all	resulting	in	tangible	losses	to	productivity,	if	
not	a	complete	operational	shut-down.	In	addition	to	lost	profits,	a	successful	intrusion	might	be	
enough	to	depress	a	company’s	stock	price	or	materially	damage	its	reputation	and	brand	value.		

Once	the	analysis	is	complete	and	the	risks	are	understood,	a	security	strategy	can	be	implemented.	Any	
such	strategy	must	address	four	essential	elements:		
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1) Authentication	–	establishing	the	true	and	unique	identity	of	devices.	
2) Secure	Connections	–	maintaining	the	confidentiality	and	integrity	of	data	as	it	moves	across	the	

network.	
3) Secure	Code	Execution	 –	 ensuring	 that	only	authorized	programs	and	updates	are	allowed	 to	

run.	
4) Secure	Storage	–	protecting	stored	data.	

Secure	Technologies	

Security	for	authentication,	encryption,	and	storage	of	sensitive	data	(keys,	certificates,	code,	etc.)	can	
be	implemented	in	various	ways:	in	software,	by	adding	a	tamper	proof	chip,	by	leveraging	the	security	
capability	offered	in	the	main	processor,	or	by	including	security	functionality	in	a	custom	circuit	design.	
Well-proven	 security	 solutions	 already	exist	within	 the	marketplace,	 for	 example,	 the	 Secure	Element	
chips	found	in	“smart”	credit	and	debit	cards.	According	to	GlobalPlatform,	the	governing	organization,	
“A	 Secure	 Element	 (SE)	 is	 a	 tamper-resistant	 platform	 (typically	 a	 one	 chip	 secure	 microcontroller)	
capable	 of	 securely	 hosting	 applications	 and	 their	 confidential	 and	 cryptographic	 data	 (e.g.	 key	
management)	 in	 accordance	 with	 the	 rules	 and	 security	 requirements	 set	 forth	 by	 a	 set	 of	 well-
identified	 trusted	 authorities4.”	 SE	 chips	 come	 in	 various	 form	 factors,	 including	 credit	 card	modules,	
microSD,	and	packaged	chips	that	can	be	mounted	on	a	circuit	board.	SE	technology	was	developed	for	
large-scale	 applications	 (banking,	 telecom,	 healthcare,	 etc.)	where	 strong	 authentication	 and	 tamper-
proof	 protection	 of	 security	 credentials	 are	 extremely	 important,	 and	 it	 has	 become	 an	 industry	
standard.	

The	rapid	proliferation	of	IoT	devices	has	revealed	a	gap	in	the	range	of	security	solutions.	Although	SE	
technology	 is	 readily	 available	 and	 well-proven	 in	 the	 large-scale	 applications	 for	 which	 it	 was	
developed,	 its	 cost	 can	 be	 a	 barrier	 to	 adoption	 in	 applications	 where	 volumes	 and	 security	
requirements	 are	 lower.	At	 the	 same	 time,	 the	 security	 capability	of	 embedded	processors	 is	 steadily	
improving	and	incorporates	more	and	more	security	features.	Less	expensive	alternatives	to	an	SE	chip,	
which	still	provide	a	high	level	of	security,	do	exist,	 including	secure	capabilities	built	 into	off-the-shelf	
processors,	or	security	functions	incorporated	in	the	design	of	an	application	specific	 integrated	circuit	
(ASIC).	 IoT	 device	 makers	 and	 customers	 need	 access	 to	 an	 array	 of	 security	 options	 that	 meet	 the	
various	 levels	 of	 security	 requirements.	 They	 also	 need	 solutions	 at	 competitive	 prices	 in	 the	
low/medium	volumes	that	are	typical	for	new	IoT	devices.	

Secure	Provisioning	

Although	 a	 discussion	 of	 encryption	 techniques	 and	 other	 cybersecurity	 mechanisms	 is	 beyond	 the	
scope	 of	 this	 whitepaper,	 all	 methods	 depend	 upon	 secrets	 of	 some	 kind,	 accessible	 only	 to	 an	
authorized	operator	or	device.	A	device	is	authenticated	by	confirming	that	its	secret	name	is	indeed	its	
true	name	and	is	included	in	the	list	of	authentic	devices.	Data	stored	on	devices	or	transmitted	over	the	
network	 is	encrypted	with	a	secret	code.	A	secret	algorithm	creates	a	hash	to	ensure	no	one	tampers	
with	 the	data	or	programs.	Processors	will	execute	only	code	and	updates	 identified	with	secret	keys.	
Secrets	are	essential	and	handling	them	appropriately	in	the	manufacturing	supply	chain	must	be	at	the	
core	of	any	effective	security	strategy.	
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Provisioning	 is	 the	process	whereby	 the	secrets	necessary	 for	 security	 functions	are	 incorporated	 into	
individual	devices.	The	nature	and	 technical	 specifications	of	 these	secrets	are	entirely	defined	by	 the	
device	 developer.	 An	 important	 consideration	 in	 the	 provisioning	 process	 is	 a	 means	 for	 the	
“provisioner”	 to	 handle	 its	 customer’s	 secrets	 securely	 and	 with	 a	 rigorously	 controlled	 process	 that	
ensures	absolute	integrity	and	confidentiality	of	this	operation.	The	industry	has	developed	procedures	
to	 provision	 secure	 chips	 in	 an	 auditable	manner,	 and	 a	 set	 of	 international	 standards,	 known	as	 the	
Common	 Criteria for	 Information	 Technology	 Security	 Evaluation5.	 The	 criteria	 specify	 certification	
criteria	for	Evaluation	Assurance	Levels,	ranging	from	EAL1	(minimal)	to	EAL7	(government	and	military	
high	security).	EAL5	is	typical	for	highly	demanding	commercial	applications	such	as	banks,	payment,	pay	
TV,	secure	access	control	systems,	etc.		

The	provisioning	process,	and	its	cost,	can	be	configured	to	match	the	security	requirements	of	a	specific	
application.	 The	 greatest	 flexibility	 comes	 in	 the	 level	 of	 exclusivity	 and	 control	 of	 the	 secure	 data	
network.	 Lower	 cost/security	 configurations	 can	 use	 a	 virtual	 machine	 running	 on	 a	 shared	 server	
owned	 by	 the	 provisioner.	 At	 the	 high	 security	 extreme,	 the	 data	 pathway	might	 pass	 only	 through	
highly	 secured,	 dedicated	 servers	 owned	 and	used	 exclusively	 by	 the	 device	 vendor/manufacturer.	 In	
either	extreme,	and	across	the	range	of	configurations	in	between,	the	provisioner	must	ensure	integrity	
of	the	provisioning	process.	Such	rigorous	procedures	should	be	a	part	of	any	IoT	security	strategy,	and	
regularly	audited	certifications	should	be	required	for	all	provisioning	processes.	

Provisioning	 processes	 are	 conceptually	 similar,	 regardless	 of	 the	 physical	 form	 –	 SE,	 stock	
microcontroller	(MCU)	or	custom	ASIC.	Provisioning	can	occur	at	the	wafer	level,	when	chips	are	tested	
and	 before	 they	 are	 separated;	 at	 the	 chip	 level,	 after	 individual	 chips	 are	 packaged	 to	 provide	
protection	from,	and	connections	to,	the	outside	world;	or	even	at	the	board	 level	once	the	packaged	
chips	 are	 installed	 on	 a	 PC	 board.	 It	 is	 most	 efficient	 to	 load	 this	 information	 as	 part	 of	 the	
manufacturing	process,	thus	avoiding	the	time	and	expense	of	a	separate	provisioning	process.		

Provisioning	Options	at	Various	Price	Points	

Security	 requirements	 for	 IoT	devices	 vary	 greatly.	 The	 value,	 and	 therefore	 the	 risk,	 of	 the	data	 and	
networks	 to	 be	 protected	 ranges	 widely.	 Processor	 and	 data	 types	 are	 diverse.	 The	 number	 of	
connected	devices	 in	 a	 given	application	may	be	 few	or	millions.	 Large	 semiconductor	 companies	 are	
well	equipped	 to	provide	a	competitive	 solution	at	volumes	counted	 in	millions	of	units	per	year,	but	
few	IoT	devices	start	out	with	numbers	in	that	range.	The	IoT	market	needs	solutions	that	are	rigorous	
and	 secure,	 but	 also	 competitively	 priced	 and	 flexible	 enough	 to	 match	 costs	 to	 the	 specific	
requirements	of	the	application.	Given	the	 lower	volumes	and	rapidly	changing	nature	of	 IoT	markets,	
outsourcing	 security	 to	 a	 company	with	 expertise	 and	 existing	 processes	 can	 significantly	 reduce	 the	
cost,	time,	and	risk	of	developing	and	implementing	an	effective	solution.	

Outsourcing	 companies	 save	 time	 by	 developing	 packaged	 services	 that	 can	 be	 implemented	 much	
more	quickly	than	developing	a	solution	from	scratch.	They	can	offer	competitive	pricing	because	they	
can	 distribute	 their	 own	 costs	 for	 equipment,	 facilities,	 and	 personnel	 over	 many	 customers.	 They	
reduce	risk	by	combining	experience	and	expertise	with	a	fully	debugged,	standardized,	and	rigorously	
controlled	 processes.	 Finally,	 they	 can	 offer	 flexibility	 by	 matching	 the	 degree	 of	 customization	 and	
equipment	sharing	to	the	specific	security	requirements	of	the	application	(Figures	1-3).	
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Figure	1	-	Security	provisioning	schemes	can	reduce	costs	by	sharing	hardware	in	the	secure	network,	

using	virtual	machines	on	secure	servers	to	maintain	separation	among	users’	data.	

	

	
Figure	2	-	Higher-security	configurations	replace	shared	servers	with	customized	high-security	servers	

(hardware	security	modules	-	HSM)	from	a	reputable	supplier.	The	HSM	may	be	owned	by	the	
provisioner	(as	above)	or	owned	and	used	exclusively	by	the	customer.	Higher	security	options	have	

higher	costs	and	longer	lead	times.	
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Figure	3	-	Provisioning	options	offer	a	range	of	security	levels	and	prices.	

	

Outsourcing	Security	and	Production	

Increasingly,	 IoT	products	 are	being	designed	and	developed	by	 innovative	 companies	who	may	have	
little	 or	 no	 experience	with	 semiconductor	manufacturing,	 a	 complex	 process	 that	 requires	 expertise	
across	at	 least	a	dozen	disciplines.	Moreover,	 IoT	devices	require	a	range	of	 functionality	not	found	 in	
the	 traditional	microprocessor	 and	memory-oriented	 semiconductor	 industry.	 In	 addition	 to	 security,	
they	 typically	 need	data	 storage	and	processing,	 analog	 sensors,	 power	 storage	and	management,	 RF	
communications,	 and	 more.	 Combining	 all	 this	 functionality	 in	 a	 single	 device	 requires	 specialized	
knowledge	and	expertise.	Outsourced	operations	companies	provide	that	expertise,	often	as	a	turnkey	
service	 that	 takes	 a	 product	 from	 the	 completion	 of	 its	 design	 through	 fabrication,	 testing	 and	
packaging,	 all	 the	 way	 to	 delivery	 of	 finished	 goods.	 By	 leveraging	 surplus	 capacity	 at	 less	 advanced	
production	facilities	with	the	expertise	of	an	outsourced	operations	company,	it	is	now	quite	possible	to	
produce	a	custom	ASIC	for	less	than	$5	million	USD.	Outsourced	operations	for	IoT	products	clearly	must	
include	secure	provisioning.	

There	are	several	important	questions	to	consider	when	outsourcing	production	and	security	for	an	IoT	
device:	

1. Hardware	 –	 Although	 software-only	 solutions	 are	 available,	 tying	 security	 to	 hardware	 adds	
confidence	and	makes	intrusion	more	difficult.	Hardware	solutions	include:	adding	a	separate	SE	
(or	 similar	 technology),	 implementing	 secure	 capabilities	 included	 in	 a	 stock	 MCU,	 or	
incorporating	security	functionality	in	a	custom	designed	ASIC.	MCUs	and	ASICs	can	reduce	costs	
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significantly.	 What	 is	 the	 most	 cost-effective	 solution	 given	 the	 technical	 and	 security	
requirements	and	anticipated	unit	volume	of	the	application?	

2. Trust	–	All	hardware	configurations	require	provisioning	by	a	trusted	partner.	Indications	of	trust	
include	 the	 level	 of	 investment	 in	 the	 physical	 plant	 and	 equipment,	 history	 and	 volume	 of	
secure	operations,	and	staff	experience	in	secure	applications.	What	stake	does	the	provisioner	
have	in	maintaining	a	reputation	for	security?	What	investments	have	they	made	to	secure	that	
reputation?	Is	trust	an	essential	component	of	their	business	model	and	brand	equity?	

3. Facility	–	Is	the	provisioning	facility	designed	for	both	physical	and	data	security?	Can	it	ramp	up	
in	volume	for	IoT	growth?			

4. Certification	 –	What	 security	 certification	has	 the	provider	achieved?	Are	 there	 regular	audits	
and	recertifications?	

5. Equipment	–	Does	the	provider	have	the	equipment	needed	to	handle	the	particular	solution,	
i.e.:	wafer,	package,	circuit	board?	

6. Flexibility	–	Can	the	provisioning	process	be	configured	to	provide	a	cost-effective	solution	that	
meets	security	requirements	and	budgetary	constraints?	

Ideally,	an	outsourced	provisioner	should	offer	certain	key	capabilities	(Figure	4):	

1) A	standardized	and	certified	(EAL5+)	secure	process.	
2) The	ability	to	provision	a	wide	range	of	device	types,	form	factors	and	security	technologies.	
3) Competitive	pricing	at	 low	and	medium	volumes	with	 the	ability	 to	scale	 to	 larger	volumes	as	

required.	
4) The	flexibility	to	configure	the	provisioning	process	and	infrastructure	to	meet	varying	security	

and	budgetary	requirements.	

	
	

Figure	4	–	Secure	and	flexible	provisioning	services	for	IoT	device	vendors.	
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Conclusion	

All	 connected	 devices	 require	 security.	 Several	 secure	 technologies	 are	 available.	 SE	 technologies	 are	
well-proven	 and	 readily	 available,	 though	 the	 chips	 themselves	 add	 significant	 cost.	 Less	 expensive	
options	 include	off-the-shelf	processors	or	custom-designed	ASICs	that	 incorporate	secure	capabilities.	
Secure	 provisioning	 is	 a	 critical	 component	 in	 any	 security	 strategy.	 Using	 an	 outsourced	 operations	
company	 to	manage	 the	production	process,	 including	 secure	provisioning,	 can	 reduce	 the	 time,	 cost	
and	risk	associated	with	bringing	a	new	IoT	product	to	market.		
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Presto	Engineering,	Inc.	 is	a	world-class	turnkey	production	solution	for	IoT,	secure	and	high-speed	(5G)	devices	–	
helping	chipmakers	accelerate	time-to-market	and	achieve	high-volume	manufacturing	–	without	having	to	invest	
in	operations	teams	and	capital	equipment.	The	company	offers	a	global,	flexible,	and	dedicated	framework,	with	
headquarters	in	the	Silicon	Valley,	and	operations	in	Europe	and	Asia.		

Presto	has	operations	in	7	locations	worldwide.	All	secure	provisioning	facilities	are	certified	EAL5+	and	are	audited	
annually	 by	major	 bank	and	payment	organizations.	 Presto	has	more	 than	50	 secure	provisioning	 experts	 on	 its	
technical	staff.	The	company	ships	more	than	100	million	units	annually	and	has	securely	provisioned	more	than	a	
billion	products.	Customers	include:	major	access	control,	pay	TV,	telecom,	banking,	and	networking	companies.		

If	 you	 would	 like	 to	 discuss	 your	 operations	 outsourcing	 and	 secure	 provisioning	 needs	 in	 more	 detail,	 please	
contact	 us	 at	 408-372-9500,	 info@presto-eng.com,	 or	 visit	 our	 website	 at	 www.presto-eng.com	 for	 more	
information	and	local	contacts	worldwide.	


